Form 1449 (Modified) 


Atty Docket No. 


RECOP007 




Application No.: 


09/841,700 


Information Disclosure 


Inventor 


SORKIN, et al 


Statement By Applicant 


Group 


2131 




Filing Date 


April 23, 2001 


(Use Several Sheets if Necessary) 







U.S. Patent Documents 



Examiner 


No. 


Patent No. 


Date 


Patentee 


Class 


Sub- 
class 


Filing 
Date 


W— 


A 


20020066034 


May 30, 2002 


Schlossberg 


713 


201 


Sept 21, 2001 




B 
















C 
















D 
















E 










H 


hCHVh 




F 
















G 












OCT 1 0 2002 




H 
















I 










led 


inoioay uenter \ 




J 
















K 















Foreign Patent or Published Foreign Patent Application 



Examiner 
Initial 


No. 


Document 
No. 


Publication 
Date 


Country or 
Patent Office 


Class 


Sub- 
class 


Translation 


Yes 


No 




L 


















M 


















N 


















O 


















P 

















Other Documents 



Examiner 
Initial 



No. 
R 



Author, Title, Date, Place (e.g. Journal) of Publication 



S 



Examine] 




Date Considered 




Examiner: Initial citation considered. Draw line through citation if not in Conformance and 
not considered. Include copy of this form with next communication to applicant. 



Pg. 1 of 1 



Form 1449 (Modified) 


Atty Docket No. 


RECOP007 




Application No.: 


09/841,700 


Information Disclosure 


Inventor 


Sorkin, et al 


Statement By Applicant 


Group 


2131 




Filing Date 


April 23, 2001 


(Use Several Sheets if Necessary) 







U.S. Patent Documents 



Examiner 


No. 


Patent No. 


Date 


Patentee 


Class 


Sub- 
class 


Filing 
Date 




A 


4,719,566 


Jan 12, 1988 


Kelley 


364 


200 


Oct 23, 1985 




B 


5,345,590 


Sept 6, 1994 


Ault, et al 


395 


650 


Sept 1, 1993 




C 


5,928,363 


July 27, 1999 


Ruvolo 


713 


201 


Aug 27, 1997 




D 


2002/006603431 


May 30,2002 


Schlossbeerg et al 


713 


201 


Sep 21, 2001 



Foreign Patent or Published Foreign Patent Application 



Examiner 
Initial 


No. 


Document 
No. 


Publication 
Date 


Country or 
Patent Office 


Class 


Sub- 
class 


Translation 


Yes 


No 




E 

















Other Documents 



Examiner 
Initial 



No. 



Author, Title, Date, Place (e.g. Journal) of Publication 



F 
G 



Cheswick, Bill, "An Evening with Berferd in Which a Cracker is Lured, Endured, and 
Studied (1990), AT&T Bell Labs 

Cohen, Fred, "A Mathematical Structure of Simple Defensive Network Deceptions," 
http://www.all.net/journal/deception/mathdeception.html, 1999 



H 
I 



Cohen, Fred, "A Note on the Role of Deception in Information Protection", 
http://www.all.net/journal/deception/deception.html, 1998 

"CyberCop Sting-Industry's First 'Decoy* Server Silently Traces and Tracks Hacker 
Activity," University of Wollongong, Australia via Web site, 1999 




J 
K 



"IDS: RE: cybercob sting", Michael Staggs, University of Wollongong, Australia, 8 
Oct 1999 „ 
"Decoy Nets gain backers in battle against hackers", Network World 3/6/01 




L 



Messmer, Ellen "Decoy Server Helps Track Down Hackers, NW Fusion Focus, 
Newsgroups:alt2600, news:37b88c 12.9479112@netnews.worldnet.att.net, August^* ^ 
1999 - 



M 



Cohen, Fred, "Internet Holes-Internet Lightning Rods", Management Analytics 1996. 



N 



Even, Loras R., "What is a Honeypot? Honey Pot Systems Explained, 
http://sans.org/newlook/resources/IDFAQ/honeypot3.htm 



O 



Honeynet.Org Know Your Enemy: Honeynets, Honeynet Project web site, 21 April 
2001, http://web.archive.Org/web/20010428Q53525/http://proiect.honeynet.org 



Spitzner, Lance, "To Build a Honeypot" , 

http://web.archive.Org/web/19991013141306/http://enteractxom/-lspitz/honeypot.html, t 
6/28/02 




"Network Associates Ships Cybercop Sting - Industry's First 'Decoy' Server Silently 
Traces and Tracks Hacker Activity", http://www.inforwar.eom/P and s/99/p n s 
07 1 699d i.shtml, June 28,2002 



Examiner 



Date Considered 



n ton 



Examiner: Initial citaTioli c%^d/red. Draw line through citation if not in Conformance and not 
considered. Include copy of this form with next communication to applicant. 



Pg. 1 Of 1 



